Panda

ManagedOfficeProtection

Switch from antivirus to Security as a Service

Antivirus products require too much time and effort
for small and medium sized companies

“We needed a product like Panda Managed Office
Protection; this tool will help us reduce travel
expenses, which is very important for us as we
move across the entire country. The centralized

administration console allows us to monitor the
status of all installed licenses, see warnings,
customize installation, etc.”
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SMBs fully understand that they face the same risks and regulations as large organizations.
The increasing number of threats makes their protection requirements more complex.
In many cases, their limited resources are not enough for accomplishing high level

SMBs organizations have to invest in additional hardware and supporting software

licenses as well as security skilled personnel who are not focused on their core business. . .
Main benefits

Panda Managed Office Protection is specially designed for organizations that do not

want to deal with these hassles. Minimizes operating costs. No infrastructure
nvestment required. Optimized license use. It enables

SMBs to delegate security to specialized service providers.

Eliminates complexity. Easy-to-use centralized web
console to deploy and manage protection even for
remote branch offices

The Solution: Panda Managed Office Protection

Panda Managed Office Protection is a web-based subscription service that removes

the cost and management overheads of hardware, additional security skilled personnel
and other resources dedicated to antivirus for SMBs

As a Hosted Service, it provides an always on and easy to use web console which
allows organizations to manage their protection anytime from anywhere, reducing
complexity to the minimum. Since Panda Managed Office Protection can be installed
and managed remotely it can also be the ideal solution for branch offices of large
organizations which are not connected to the LAN, without additional infrastructure

Reduces productivity loss. Unattended updates and
upgrades minimizing bandwidth consumption to focus
on other priorities.

Improves risk management. Real time information
and reports about the detection activity plus periodic
security audits of the entire network

Ensures business continuity. Hosted service with
high availability, 24x7 support and always using the
atest versions of technologies and signature files

investments. )
Prevents identity theft by identifying hidden malware

- . . removing sensitive information from your organization
It offers Security as a Service for SMBs via the web and through a management portal Jeer ‘ ! ganiza

that enables SMBs to delegate, if desired, their security management to a Service Provider.

Panda Managed Office Protection is complemented with in-depth malware audits
benefiting from Panda’s unique Collective Intelligence Technologies. Key features

Subscribe to the security as a service and forget about dedicated antivirus
hardware, software and additional personnel resources. Web administration console to manage a

protections including those at remote offices

Proactive protection against known and unknown
threats or even hidden threats including files and
email protection, HTTP/FTP downloads and Instant
Messaging protection

“Panda Managed Office Protection is an ideal Software as a Service tool for IT

departments and Managed Services Providers like us. We can manage and report
to our clients from virtually anywhere from the centralized Web console, performing
updates as long as there is an Internet connection. | am absolutely confident Panda

Security has the best protection in the market with the most reliable technical
support available.” centrally or locally managed depending on
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Managed personal firewall and HIPS that can be

In depth malware audit service to periodically assess

the status of the whole network
P2P and automated upgrades / updates
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Profile based protection to assign different policies
to different users or groups according to the
organization needs

Delegated administration management enabling
r organizations to split administration tasks between
L‘_ - other privileged users
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Flexible installation. Different deployment options,
with or without users intervention. Wide range of

uninstallers available.
Group-based license management. Configurable

L license number and expiration dates by group allowing
r - - - an optimized license use among different locations
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Web Administration Console

Administrators only need a browser to centrally and easily manage
the antivirus and firewall protections of all workstations, including
those from remote offices that are not connected to the LAN. No
need for additional infrastructure or maintenance personnel.

Proactive Protection against Unknown Malware

Antimalware proactive protection for desktops and servers against
known and unknown threats or even hidden threats. It includes
heuristic technologies and protection for files, email, HTTP/FTP
downloads and instant messaging with low resource consumption.

Managed Personal Firewall

Firewalls can be centrally managed through the web console or
locally managed from endpoints through a local console in case the
administrator delegates this to the users. The firewall offers: application
filtering, network access filtering, IPS (Intrusion Prevention System),
Network viruses prevention and Zone-based configuration.

In-depth Malware Audit Service

Panda Managed Office Protection includes Malware Radar. It is a
malware audit service to periodically asses the network status.
Malware Radar provides complete audit reports and enables you to
automate the disinfection routines.

P2P and automated Upgrades / Updates

Workstations will update or upgrade their protection from the nearest
desktop through P2P connections minimizing the bandwidth
consumption. If the update package is not found in the LAN, then the
workstation will get it from Panda through the Internet. Configurable
updates frequency. They can also be forced on demand by groups.
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Check it now at www.pandasecurity.com

Get your evaluation version of Panda Managed Office Protection.

Profile-Based Protection

This feature allows administrators to assign different policies or
protection profiles to different groups according to the organization’s
needs and saving administrator’s time.

Delegated Administration Management

This enables the administrator to split administration tasks between
other privileged users, assigning the computers to which they can
access.

Flexible Installation

Administrators have different options for deploying the protection,
either with or without user intervention. To avoid user’s intervention
there is a distribution tool that allows protection to be deployed
transparently to selected endpoints. MSI installation also available.

Group-based License management

Different maximum amount of licenses and expiration dates can be
configured for each group enabling an optimized license use according
to the organization’s needs for different locations, seasonal effects,
etc.

Detailed, Summarized and Executive Reports

Reports can be generated at desired time offering information about
protection status and detection activity including charts. The Executive
Report shows 24h information with pie-charts. In addition, all reports
can be exported to text files, PDF, XML, HTML or Excel formats.

“It is esential for us to offer remotely managed services that
are continuously updated like Panda's Managed Office
Protection so we can inmediately respond to any security
issues. The Web-based reporting feature in particular has

been extremely beneficial for streamlining our processes and
providing a high-level analysis of secutiry issues that are
meaningful to our clients' management teams.”

Sean Lentner, Principal Partner, Lentner Technology Integrators.

Web console:
e Internet Connection.
e Internet Explorer 6.0 or higher.
e Firefox 1.5.0.6 or higher.

For workstations / file servers:
e One at least must have internet connection.
e Pentium 300 MHz (or higher).
e \Windows 2000 WS/Server, 2003, XP, Vista 32 and 64-bit, 2008.
e RAM: 512MB.
e Hard disk free space: 130 MB.

For the distribution tool:
e Pentium Il 266 MHz (or higher).
e Windows 2000 WS/Server, 2003, XP, Vista 32 and 64-bit, 2008
e RAM: 512 MB.
e Hard disk free space: 20 MB.
e Windows Installer 2.0
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