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Introduction

This document aims to verify the integration between Panda Endpoint Protection and Microsoft's
NAP technology.

NAP (Network Access Protection) is a new set of operating system components that provide a
platform for controlling access to private networks.

The NAP provides a solution for evaluating the security status of a client trying to connect or
communicate with a private network and restricts access until the client has complied with the

established security policy.
This new technology has been included in Windows Server 2008, Windows Vista and Windows XP

SP3. NAP includes client-side and server-side components, allowing security policies to be defined
that restrict access to the corporate network.

This document explains the creation of a security policy in the server which verifies the security
status reported by Panda Endpoint Protection through its integration with WSC (Windows Security
Center).
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Configuring the server

Below you will find the instructions for configuring a NAP security policy in Windows Server 2008.
This policy monitors the security status of clients that request an IP address from the server via

DHCP.
This example uses a Windows Server 2008 configured as a domain server and DHCP.

The first step involves installing the Network Policy and Access Services  role. To do this, select
the corresponding checkbox from the list of available server roles.

Below is a description of the selected role:
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You only need to configure the server part of the network policies, selecting Network Policy
Server:
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Once installation is complete, the following message explains how to access the network policies
server configuration console.

Go to the Network Policy Server configuration console and select the Network Access Protection
(NAP) wizard.
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The policy you're going to create is based on checking the security status of a client computer
requesting an IP address over DHCP. To do this, select Dynamic Host Configuration Protocol
(DHCP) and assign a name to the policy.
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The following configuration options are not used in this scenario, and so no action will be taken on
them.
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Radius clients
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DHCP ranges
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User groups and machine groups
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Remediation server:
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In the following screen, you can establish the behavior of the NAP security policy based on the
information reported by the Windows Security Center of the client computer. In this case:

Enable auto-remediation, allowing the system to repair any security failure detected (e.g.
starting the Windows firewall).

Configure restricted network access for client computers that do not comply with the
defined security policy.
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Below is the summary of the policy you have created.
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Choose the security options that must be met to have access to the network. From the Network
Policy Server , select Windows Security Health Validator
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In the policy properties click Configure to see the settings options for Windows Vista and
Windows XP .
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Windows Vista
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Windows XP

The network access tests here are to be run from a client computer with Windows XP SP3 and in
this test, complete network access will be denied if:

The firewall is disabled
The permanent resident protection is disabled
The signature file is out-of-date.
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The next step is to enable this security policy in the range of IP addresses configured in DHCP. To
do this, go to the DHCP configuration console:
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In Network Access Protection , enable the policies for this DHCP range of addresses.
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Finally, specify the configuration of the NAP clients . To do this, create a new group policy object:
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Go to the settings of the newly created object and find Computer
Configuration/Policies/Windows Settings/Security Se ttings/System Services and select the
service Network Access Protection Agent
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Edit the settings so the Network Access Protection Agent starts automatically on client
computers.
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Then configure the client part of DHCP. Select Network Access Protection\NAP Client
Configuration\Enforcement Clients  and go to the properties of DHCP Quarantine Enforcement
Client and enable it:
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The final step is to enable the Windows Security Center on client computers. In computers with
domain login the WSC is disabled, and so it must be enabled to evaluate the security status of the
client computers.

To do this, go to:

Computer Configuration\Policies\Administrative Temp lates\Windows Components\Security
Center
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Select Enabled to activate the Security Center in computers with domain login.

You have now completed configuration of NAP policies based on validation of the security status
through the information provided by the WSC.
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Integration tests for Panda Endpoint Protection

Once the server part has been configured, you can run tests of the integration of Panda Endpoint
Protection with NAP technology. This involves several tests of failure to comply with the security
policy defined above:

Protection with outdated signature file
Permanent protection disabled
Managed firewall disabled

Personal firewall disabled

Signature file out-of-date

Starting with a workstation with the Panda Endpoint Protection installed but with an out-of-date
signature file.

To start the test, put this computer in the NAP.COM domain, which is the domain configured in the
Windows Server 2008 server, and which also acts as the DHCP server.
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Once the domain is configured in the client computer, and after restarting the computer, log the
computer into the domain. When it is connected to the computer to request the IP address, the
NAP policy associated to DHCP checks the status of the protection installed, displaying the
following warning:
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In this scenario, the client computer has restricted access to the network until it complies with the
conditions of the NAP policy, in this case, until the signature file is up-to-date.

To get complete access to the network, update the signature file by selecting the Update option
from the icon menu in the system tray.
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Once the update process has ended, check the signature file is updated by checking the computer
status in the Panda Managed Office Protection console.

The client computer now complies with the policy and the NAC validation agent reports this through
the following messages:
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Permanent protection disabled

Starting with a workstation with the Panda Endpoint Protection installed with all the protection
enabled. To perform this test, change the protection settings from the Panda Managed Office

Protection console:

In this case, disable the permanent protection.
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Once the task has been launched, check that it has been completed correctly.

The client computer no longer complies with the policy and the NAC validation agent reports this
through the following messages:
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In this scenario, the client computer has restricted access to the network until it complies with the
conditions of the NAP policy, in this case, until the permanent protection is enabled.
To get complete access to the network, enable the permanent protection from the AdminSecure

console.
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Once the task has been launched, check that it has been completed correctly.

The client computer now complies with the policy and the NAC validation agent reports this through
the following messages:
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Managed firewall disabled

Starting with a workstation with the Panda Endpoint Protection installed with all the protection
enabled. In this workstation, the Windows firewall is disabled:

To perform this test, change the protection settings from the Panda Managed Office Protection
console:
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In this case, disable the firewall by clearing the “Enable firewall” option.
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Once the update job has been launched, check that it has been completed correctly:

The client computer no longer complies with the policy and the NAC validation agent reports this
through the following messages:
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In this case, the NAP validation agent can resolve the security problem, enabling the Windows
firewall. The client computer now complies with the policy and the NAC validation agent reports this
through the following messages.
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Check that the NAP agent has resolved the problem by enabling the Windows firewall.
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Personal firewall disabled

Starting with a workstation with the Panda Endpoint Protection installed with all the protection
enabled. In this workstation, the Windows firewall is disabled:

To run this test, modify the protection settings from the Panda Managed Office Protection console
by selecting “Allow configuration of the firewall by the client” to configure the firewall in personal
mode from the client computer.
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Once the configuration job is launched, check it is correct. The “Configure firewall...” option must
be displayed in the icon menu in the system tray.

On selecting “Configure Firewall...” the firewall configuration console will be displayed in personal
mode:
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In the General tab, clear the “Enable firewall” option to disable the firewall and click “Apply”.

The client computer no longer complies with the policy and the NAC validation agent reports this
through the following messages:
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In this case, the NAP validation agent can resolve the security problem, enabling the Windows
firewall. The client computer now complies with the policy and the NAC validation agent reports this
through the following messages.
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Check that the NAP agent has resolved the problem by enabling the Windows firewall.
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Remediation

The NAP security policy lets you define a remediation area which computers that do not comply
with the security restrictions will be able to access.

This configuration allows restricted network access to computers that don’t comply with the NAP
policies configured by the administrator, redirecting them to a quarantine network. This restricted
access will be maintained until the computers correct the security problems detected.

The quarantine subnet must have Internet access. If there is no access, the administrator will not
be able to take action on the affected computers to remedy the problems detected.

Below we describe the various cases and solutions for each of them:

Protection with outdated signature file: By updating the signature file, the computer will
change security status and will be given complete access to the network. The automatic
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signature updates of Panda Endpoint Protection are launched every four hours by default,
and can be configured from the Panda Managed Office Protection console.

Permanent protection disabled:  The permanent protection is not started automatically,
and therefore manual intervention from the administrator is required.

Managed/personal firewall disabled: If auto-repair has been configured in the NAP
policy, on detecting the Panda Endpoint Protection firewall is disabled, the NAP agent will
start the Windows firewall, changing this security status and allowing the computer to
access the network.
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