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Security Concerns

SMBs'’ specific security needs

SMBs know they are exposed to the same risks and subject to the same regulations as large
organizations. And with more threats in circulation, their protection requirements are increasingly
complex:

There are more threats than ever (PandalLabs has received more malware last year
than in the previous 16 years combined)

Malware is silent and more difficult to combat as long as it remains hidden , causing
identity theft, financial and productivity losses and other malicious action.

This malware landscape that organizations have to face requires a full set of maximized
capabilities for malware detection.

When SMBs implement a security solution, they have to choose the one that provides adequate
protection while adapting to their specific needs . In many cases, their limited resources are not
enough to obtain the security levels they require.

Small and mid-sized businesses usually lack skilled resources for protecting and
managing their network security. They tend to invest all possible resources in their core
business activities, and have severe limitations in assigning budgets to IT security. They
also need a continuous monitoring  system to reduce risk.

Remote and branch offices are often widely distributed and therefore need to be
managed remotely from a centralized point. They also need to simplify security
management as much as possible and have a continuous monitoring service  with
reduced bandwidth consumption

Home Offices have no one in charge of security management  and they have no
budget for security management.

Antivirus products require too much time and effort from SMBs

Antivirus products require too much time and effort for small and mid-sized companies. Once they
buy the antivirus, they then have to invest time and effort in:

Additional hardware -such as servers- to host a centralized console with the
corresponding services and databases.

Additional supporting software licenses (database software, etc.) to run protection
reports or configuration tasks.

Additional security-skilled personnel to manage and control protection who are not
focused on the core business.

Many SMBs do not want these hassles because all these tasks distract them from their core
business.
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Security as a Service Solutions

To deal with this situation, small and mid-
sized businesses usually have very limited
resources and a very tight budget.

According to surveys based on IT decision
makers in North American SMBs, security
budgets represent around 9% of the total IT
budget.

The best alternative available to these
businesses begins with hosting their
security solutions on an external hardware
infrastructure, reducing operating costs and
the total cost of ownership.

IT security hardware and maintenance
represent a significant cost and drain on
resources for SMBs.

1-5 SME Security Spending

“Approximatley what percentage of your overall
IT spend goes toward security?”

[ ] 2006 actual [_| 2007 expected
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Basze: 706 IT declsion-makers at Morth American SMBs

Security as a Service (SaaS) means delivering traditional security applications as an Internet-
based service to customers. Security as a Service Solutions have the following characteristics:

Subscription service:  Since SaaS is a subscription-based service, vendors have a
greater focus on quality of service and support. This means they have to good control of
quality, maintenance and service issues.

Hosted service: With SaaS, multiple customers use the Internet to make use of a single
copy of an application that runs on an Internet-connected server. This requires designing
the software to support such multi-tenancy while keeping each customer’s data separate
and secure.

High availability 24x7 : Companies offering SaaS solutions must provide high availability
and 24x7 uptime. To do this, the SaaS provider must have servers in a world class data
center with redundant UPS power, generator backup, fully meshed Tier 1 connectivity to
multiple backbone providers and in-depth 24x7 monitoring, among other features. They
must respond immediately to any hardware, software or database administration issues.
In addition, SaaS customers demand 24x7 customer support.

Web-based interface: The application’s interface is web-based enabling the end-
customer to access the application through the Internet anytime, from anywhere.

Always updated: As SaaS software updates only require changes on a single platform
at centrally located servers, rolling out updates is much simpler.

Short improvements cycle:  SaaS providers can constantly see how clients are using
their applications in real time. They immediately analyze what is working well and what
isn’'t. This information can be used to respond quickly by implementing software updates
with a shorter cycle than is possible with on-premise software.
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Low TCO (Total Cost of Ownership): Hosted services do not require infrastructure at
the client’s site. Infrastructure investments and expenses in maintenance, dimensioning
when the company grows, etc. are not needed. The automatic upgrades delivered by
SaaS programs result in a lower total cost of ownership (TCO) as SaaS eliminates much
of the IT effort involved in solution upgrades. In fact, compared to traditional on-premise
installations, SaaS applications have an overall 20%-40% lower TCO, allowing
companies to reallocate resources in other areas. Rapid installs also translate into a
quicker return on investment.

Software as a Service is a confirmed trend for SMBs: Today, almost 50% of all SMBs that benefit
from Saas$S are using it for Security.

“For which of the following software applications are you using software-as-a-service?””

57%

HR 44%
e osce
Messaging 44%
Security

45%

Customer relationship
management (CRM)

Supply chain
management

(multiple responses accepted)

"Base: 76 decision-makers at Morth American and European enterprises that are piloting or currently using SaaS
""Base: 75 decision-makers at North American and European SMEBs that are piloting or currently using SaaS

*Source: Business Technographics® September 2008 North American And European SNIB Software Survey
"*Source: Business Technographics September 2006 North American And European Enterprise Software Survey

Hosting security solutions on external infrastructures can also be complemented with the
possibility of outsourcing services . This option would let SMBs entrust their security to the
experts, allowing them to focus on their core business.

According to Gartner’s predictions, the SaaS market revenue is expected to grow at a rate of 15%
until 2010 reaching $11 billion by 2011". SaaS promises a major shakeup for the industry.

In addition, according to Gartner, by 2010, 90% of new infrastructure protection global security
spending for businesses with less than 500 employees will go to security platforms (for example,
endpoint security suites and multifunction security in-the-cloud, multi-function email security, ...).
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Panda Managed Office Protection

What is Panda Managed Office Protection?

Panda Managed Office Protection is a Web-based subscription service  that removes the cost
and management overheads of hardware, personnel and other resources dedicated to IT security
in SMBs, while achieving high level security for all PCs, laptops, servers and remote branch
offices.

As a hosted service , it provides an always-on, easy-to-use Web console, allowing organizations to
manage their protection anytime, anywhere, even in remote offices outside the LAN, with no need
for additional infrastructure investment.

It offers Security as a Service for SMBs via the Web and across a management portal and
enables SMBs to outsource , if desired, their security management to a Service Provider.

Panda Managed Office Protection is complemented with periodic security audits benefiting from
Panda’s unique Collective Intelligence Technologies.

Subscribe to the security service and forget about dedicated antivirus hardware, software and
personnel resources.

Panda Managed Office Protection Benefits

Panda Managed Office Protection addresses all the security needs of today’s SMB. As a hosted
service it offers a series of key benefits:

Minimizes operating costs.  No infrastructure investment is required. It enables SMBs
to outsource security to specialized service providers

Eliminates complexity. An easy-to-use, centralized Web console facilitates security
deployment and management, even in remote branch offices, avoiding the need for
additional maintenance personnel.

Reduces productivity loss . It detects malware that causes resource consumption or
interrupts employees’ work. Automated and unattended updates and upgrades allow
administrators to focus on other priorities. Workstations will upgrade or update their
protection by connecting P2P to their nearest desktop in order to minimize bandwidth
consumption.

Improves risk management. The Web console provides real-time information and
reports about the detection activity in the entire network including remote branch offices.
In addition, it allows periodic malware audits  with full network status reports .

Ensures business continuity.  As a hosted service , it provides high availability, 24x7
support and is always running and using the latest versions of technologies and
signature files.

Prevents identity theft . It identifies hidden malware than can remove confidential
information from endpoints.
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Helps enforce compliance with SOX, PCI, HIPAA. It aids regulatory compliance by
providing periodic security audits of your network.

Managed Office Protection Features

Organizations can manage their protection easily, anytime and anywhere, taking full advantage of
the following features:

Web administration console . With no need for additional infrastructure or maintenance
personnel, and from any Web browser, administrators can centrally manage the antivirus
and firewall protections of all workstations, including those in remote offices outside the
LAN.

Anti-malware proactive protection  for desktops and servers against known, unknown
and even hidden threats . It includes heuristic technologies and resource-friendly
protection for files, email, Internet browsing and instant messaging.

Flexible installation . Administrators have a series of deployment options, either with or
without user intervention. The solution offers a distribution tool , allowing protection to
be deployed transparently to selected endpoints without user interaction.

Managed personal firewall . Firewalls can be centrally managed through the Web
console or locally managed from endpoints through a local console should the
administrator delegate this to users. The firewall offers application filtering, network
access filtering, IPS (Intrusion Prevention System), network virus prevention and zone-
based configuration.

User profile management . This feature allows administrators to assign different
policies or protection profiles to users or groups in line with the organization’s needs.

Administration and monitoring profiles . Administration tasks can be shared among
users, with privileges assigned according to the computers to which they are allowed
access.

Automated upgrades/updates . Automated upgrades/updates against zero-day attacks.
The update frequency can be configured by the administrator from the centralized
Web console. They can also be pushed out on-demand .

P2P upgrades / updates . To minimize bandwidth consumption, workstations update or
upgrade their protection from the nearest desktop through P2P connections.

Detailed and summarized reports . Customizable reports offer information about
malware detected, eliminated or quarantined , as well as the status of update
processes . Reports can also be exported to text files, XML, HTML or Excel formats, and
scheduled to be sent via email.

In-depth malware audit service . Panda Managed Office Protection includes Malware
Radar. This malware audit service periodically assesses the status of the entire
network. It is based on Panda’s unique Collective Intelligence technologies, increasing
exponentially the malware it can detect. It provides full audit reports and allows
disinfection routines to be automated.
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What is the Collective Intelligence?

Collective Intelligence is a security platform which offers proactive and real-time protection to
users. It leverages the collective knowledge of the user community and automates the analysis,
correlation, classification and signature generation processes increasing exponentially the
malware that it can detect every day.

Figure 1: Collective Intelligence

This technology speeds up Panda Security 's response against any type of threats, maximizing
malware detection capacity and minimizing resource usage on IT systems (all the work is done
in-the-cloud, in our datacenters instead of on our customers’ computers).

“It's a matter of survival for AV vendors, which increasingly are looking for ways to reinvent
themselves as their products struggle to thwart new types of infections.

Cloud-based, collective intelligence services are the next big thing for anti-malware. | expect that
every AV vendor will need to embrace an approach like this if they expect to survive™.

Andrew Jaquith , Yankee Group analyst
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How does Managed Office Protection work?

Panda Managed Office Protection architecture offers control of the protection anytime, anywhere.
Regardless of where administrators are located, they only need a browser to manage protection,
even in remote branch offices or mobile users which are not LAN connected.

Figure 2: Panda Managed Office Protection Architect  ure

Log on to the web console and deploy the protection to all endpoints. Administrators have three
options:

Sending an email to your end-users . Each user should click on the link to
install the protection . The protection agent will be installed in each workstation.

Pushing installation to all endpoints avoiding user intervention.

Panda Managed Office Protection provides a Distribution Tool to select
the computers (by computer name, domain, IP address and IP range) and
deploy the agent transparently.

In addition, Panda Managed Office Protection’s installation file is provided
in MSI format, compatible with standard distribution tools such as SMS,
Tivoli, Active Directory or LanDesk.
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Figure 3: Managed Office Protection Distribution Tool

From this moment on, users will receive automatic updates and upgrades directly from Panda
and the administrator will be able to monitor the status of their network and apply the required
security policies.

Workstations will update or upgrade their protection by connecting P2P to the nearest computer,
thereby minimizing bandwidth consumption . This way, all workstations in the same network can
share the latest update or upgrade. Each workstation will firstly search the update package inside
its LAN. If the update package is not in the LAN, then it will get it from Panda through the Internet.
This functionality keeps workstations from overusing bandwidth by avoiding Internet connections
every time they need to update.

The Web console main dashboard offers information about the detection activity , by type of
malware and by source, as well as the licenses usage status

Figure 4: Managed Office Protection web console
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Administrators can easily monitor the detection activity and update status of the entire network,
create user protection profiles, apply the necessary policies and manage quarantine.

In addition, reports can be configured and exported to several formats, such as text files, XML,
HTML or Excel and can be scheduled to be periodically sent via email. Reports can be either
summarized or detailed, showing information and graphs related to the Protection status and
Detection Activity. Below are some examples of summarized and detailed reports:

Figure 5: Managed Office Protection Web Console — S  ummarized Reports
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Figure 6: Managed Office Protection Web Console —De  tailed Reports
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Conclusions

Panda Managed Office Protection is a solid alternative for those SMBs that want:
No hardware infrastructure (Hosted Service)
No additional security-skilled personnel
Remote management. No need to be on-site
High level security for all PCs, laptops, servers and remote branch offices.

Optionally, delegate their security management to a third-party: a specialized
Service Provider. (Security as a Service, SaaS)

Now you can focus on your core business, switch from Antivirus to Security as a Service and
start enjoying the benefits of SaaS.
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