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1. Web console waltkthrough

To start the evaluation of the administr athdconsoleatselli moni |
To do this, follow the steps below:

1. Go to the console.

https://managedprotection.pandasecurity.com

Enter your login email and password
Login Email

FPassword

W Forgotten your password?

2. Enter the credentials (login email and password) that you received in the welcome email.

Once you are logged in, take a quick look through the various sections of the console. You will see
that the features and options are accessible and easy-to-use. We will briefly explain them in this
section.

For more details on how to manage and monitor the security of your network with Panda Managed
Office Protection, continue reading the next section, where we explain in detail all the sections and
options available to ensure you enjoy all the benefits of remote, centralized management of your
network security.
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3. Centralized security management functions accesible through the Settings section, enabling the
installation of the protection, administration of security policies and the application of these
policies to groups of workstations, laptops or servers.

English | ~

Pz
Managed. “ .eProtection

Statuz Computers QLUESTETENNESGTEE Ouarantine Reports a Help | =

stallation and settings = [nstall 00

Installing the protection

¢ Installation To install the protection modules on your computers, choose a group for the computers and the
installation mode,

= In

¥ Profiles

P Groups

Group
Select the group to add computers to when installing the protection.

Group: | DEFAULT » @ what is a group?

Installation mode
vou can install the protection on computers using the distribution tool or through the installation
prograr.
Installation program
Use the installation program to install the protection on netwark commputers either manually or
using your own tools,

W Use the installation program

Tool for distributing the installation program
Wou can use the distribution tool for centralized installation of the protection on cormputers
connected to the netwark,

& Download distribution tool

lﬁl More information about the installation program.

Audits -

Revision 0.2 2009 © Panda Security 2009 Page 5 of 53



PANDA

SECURITY

Panda Managed Office Protection. Web console walkthrough

4. Centralized monitoring of the security status of workstations, laptops or servers, and of detections
and firewall events.

This is accessible through the main dashboard in the Status section. The dashboard graphs
represent detections (by type) in the selected period.

The Monitoring section, accessible through the View list of detections link, offers you a detailed
view of security events involving both the antivirus and firewall.

EE English | = 1 Exit
Man«aQEdOfﬁCEProtection -E. Users E,. Preferences
Computers Installation and settings Quarantine Reporis a Help |~
= Status
Status
Licenses

¥alid until: 10/13/2011 - Contracted: 26 (Free: 15 | Used: 113

Antivirus protection

Period | Last 24h v|| Apply

Detections by type Detections by source

= Virus A030 B File systems &030
W Spyware [ 4824 W Mail 4524

Aduare 3618 W Internet uze 3618

Dialars

Instant

W Jokes 241z messaging 241z
B Hacking tools 1206 M Firawall 1206

and PUP= o o
" Other 1o P00 P 00 Ml 0o 7Y oo P 1009 P00 H 00 g0 P o P

| View list of detections

Audits -

Panda

Mae' a0edOfficeProtection

£.ogius Installation and settings Quarantine Reporis

= Computers

Computers

From the corporate Quarantine section you can monitor and manage suspicious files detected on
your IT resources.
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English | = 1 Exit

w Users E,‘ Preferences

Status Computers Installation and settings leports a Help |«

= Quarantine

Quarantine

5. In the Reports section you can configure executive reports on the status of your IT resources and of
detections made, with high-level statistics and graphics as well as details. These reports can be
exported into different formats, such as CVS, XML, plain text, PDF, HTML and Excel, allowing this

data to be used in other business processes.

! Exit

English | =

Panda

ManagedOfficeProtection % users TR prefersnces

Status Computers Installation and settings Quarantine a Help | ~

= Reports

Reports

6. Finally, in the Users section you can create or edit users with access to the administration and
monitoring console, with different profiles and privileges.
English | ~

beta [ Exit

M Users [R preferences

© Help |~
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2. The console in detail

I n this section wedll take a ammanagerdeattoions ia tthe consatek Soa t

start by following the steps below:

Log in to the console.

Enter your login email and password

Login Email | |

Password | |

Forgotten your password?

2.1.Centralized security management

The security management functions are accessible through the Settings section, enabling the installation of
the protection, administration of security policies and the application of these policies to groups of
workstations or servers.

A Installing the protection locally or remotely

1 Exit

" Engligh | =
Panda

Mar=nedOfficeProtectiongeta ", Users IH preferences

LT T Installation and settings 9 Help | »

Installing the protection

To install the protection modules on your computers, choose a group for the computers and the installation mode.

Quarantine Reports

} Installation

» Profiles

» Groups Group
Select the group to add computers to when installing the protection.

Group: | DEFAULT w @ What is @ group?

Language: English Profile: DEFAULT

Installation mode
You can install the protection on computers using the distribution tool or through the installation program.
Installation program
Use the installation program to install the protection on network computers either manually or using your own tools.

W Use the installation program

Tf] You can download the installation program and run it on each of the PCs you want to protect.

sﬂ Cownload installation program

i 4 If you want, you can send the link for accessing the installation program to your network users by email so that they
=" can execute it from their workstation.

* Direct link:
https://betamanagedprotection.pandasecurity.com/PartnerConscle/v3/Customers/Administration/Install/In
staller/GetAgent.aspx?CUST={EBDSEDEA-ERBA-4612-3230-F17063F21 D83 }AGROUP=DEFAULT

& Send via email: Send via email

Tool for distributing the installation program
You can use the distribution tool for centralized installation of the protection on computers connected to the network.

& Download distributicn tool
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There are three ways of installing the protection, each adapting to different security management scenarios.

1. The protection can be installed using the installation package, either manually or through external
distribution systems such as ActiveDirectory, SMS or Tivoli. To do this from the console,
administrators can download the installation package in MSI format.

Installation program
Use the installation program to install the protection on network cormputers either manually or using your own toals,

W Use the installation program

"_'_] ‘ou can download the installation prograrn and run it on each of the PCs you want to protect,

& Download installation program

: If vou want, yvou can send the link for accessing the installation program to vour netwark users by email so the
can execute it from their workstation.

w Direct link:
hittps:/fbetarmnanagedprotection.pandasecurity .com,/PartnerConsole/+1/Custormers/administrations/Inst
aller/GetAgent, aspx?CUST={10000000-0000-0000-0000-000000000003}&GROUP=0DEFALLT

o Send wia email; Send wia email

Tool for distributing the installation program
‘fou can use the distribution tool for centralized installation of the protection on computers connected to the network,

L‘g Download distribution tool

2. It can be done remotely, with the administrator sending the user an email with the URL from which to
automatically download the installation package, and then run it locally.

Installation program
Ilze the installation program to install the protection on networle computers either manually or using your own tools,

W Use the installation prograrm

'1_'_"- vou can download the installation program and run it an each of the PCs you want to protect,

i . .
'mnhad inetallation proorac

If you want, you can send the link for accessing the installation program to yvour network users by email so that the
=77 can execute it from their workstation,

» Direct link:
https:/fbetamanagedprotection.pandasecurity .com/PartnerConsole/v1/Customers/administration/Install/In
aller/GetAgent. aspx ¥ CUST={10000000-0000-0000-0000-000000000003&GROUP=0DEFALLT

e Send via email: Send via email

3. The administrator or service provider can download the distribution tool to remotely install the
protection on computers. The distribution tool allows the protection to be distributed:
A By network domains.
A By computers.
A By IP range.

Revision 0.2 2009 © Panda Security 2009 Page 9 of 53
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Installation program
Use the installation program to install the protection on network computers either manually or using your own tools,

W Use the installation program

M) You can download the installation program and run it on each of the PCs you want to protect,

& Download installastion progranm

: If you want, you can send the link for accessing the installation program to your network users by email so that the
“ can execute it from their workstation,

» Direct link:
https:Afbetarnanagedprotection. pandasecurity . com/PartnerConsole/v LACustormers/ddministration/Install/Ir
aller/Getagent.aspx?CUST={10000000-0000-0000-0000-000000000003}&GROUP=DEFAULT

s Send wia email: Send wia email

Tool for distributing the installation program
You can use the distribution tool for centralized installation of the protection on computers connected to the networl,

'y.g Download distribution toal

Once you download and install the distribution tool, you can launch the program used to distribute the
protection:

P Fle W¥ew Help

’ Install protection, .. ‘ -:)Uninstall... ‘ > ‘ @

| Jobs || Alljobs

=-{ % Alljobs Computer Group Type Status
¥4 Completed
;‘. In progress
(1) Waiting
© Stopped
£ With erars

Time Date Information Computer

| Event log

Showing jobs 0 of O

Select Install protection to start installing the protection, which can be distributed either by domain
by IP, by IP ranges or by computer names:

Revision 0.2 2009 © Panda Security 2009 Page 10 of 53
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Choose the computer selection mode

Install the protection by selecting computers from the
nietwork domain tree

Step 1 - ({Optional) Specify the group to include computers in;

DEFALLT

Step 2 - Select the computers ta install the protection on from the trae:

() By IP addres:z or computer name

Install the protection selecting computers by specifyving their
IP address, IP range of network name

Faor correct installation, check that all computers meet the
following requirements:

= DKLI Microsoft Windows network ~
+ ty 2003P0C

s

Z00E5ER:
AAR
oL, ANTARESDOM

Ouke
O
Olsk
Ouke
# []ody BARCELONA
Olsk
Oeke
Ok
Olsk

EI1Z2KDOM

CORPORATIVG

CORPS

DOMZ006

+ sty DOMANBOTO A
[ What ko da iF & camputer is nat displayed

T Joe Toe Foe e foe Foe e

- Microsoft Windows NT, Mindows 2000 Waorkstation, Windows Step 3 - (Olption;I) Enter a ulser name and password with administrator privileges on
®P Warkstation or Windows Vista, Microsoft Windows 2003 selected computers:
windows 2000 Server or 2008, sy
- Mot have any firewall enabled.
- Have the "print and file sharing" option enabled. Password:
Choose the computer selection mode Step 1 - (Optional) Specify the group ko include computers in:
DEFALLT
() By domain
) ) Step 2 - Add ko the list the names, individual IP addresses or ranges of IP addresses
Install the protection by selecting computers From the of the computers that you want to install the protection on separated by
nietwork, domain tree commas:
Example: 127.0.0.1, COMPUTEROL, 192.0,17.1-192.0,17,123
; : add
(®)By IP address or computer name;
Install the pratection selecting computers by specifying their
IP address, IP range or network name
Faor correct installation, check that all computers meet the
following requirements:
Step 3 - (Optional) Enter a user name and password with administrator privileges on

- Microsoft Windows NT, Windows 2000 Workstation, windows
®P \Waorkstation or Windows Yista, Microsoft Windows 2003
Windows 2000 Server or 2008,

- Mot have any firewall enabled,

- Have the "print and file sharing" option enabled.

selected computers:

User:

Passwaord:

Cancel

To use the distribution tool you must be either the admi ni str at or

of t he

the computers using credentials with administrator privileges.

computer

Revisién 0.2 2009

© Panda Security 2009
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A Administering centralized security policies

Through the Settings section you can determine the security policies to apply to the protected computers.
These security policies are grouped in security profiles which can be assigned to one or more groups.

The Profiles menu lets you creatdiil edit security profiles.

. English |~ 1 Exit
=]

nagedOfficeProtectior.. - L F—
Status Computers Quarantine  Reports o Help |~

= Installation and settings > Profiles

Installation program profiles

Profiles let you specify the behavior of the program to protect each PC.

[0 Name . Protection

O a Antivirus + Firewall

O Av+Fw- Antivirus + Firewall
CEFAULT Antivirus + Firewall

[0 Mueve perfil Antivirus + Firewall

[0 Eerfil: AV + FW perscnal Antivirus + Firewall

[etete ]

For each security profile, you can define certain general aspects, such as the protection (antivirus and/or
firewall), the protection language, automatic updates, sending of suspicious items to Panda Security for
analysis, scheduling ofon-d e mand scans and warning management (i f
computer or sent by email, allowing the administrator to take corrective action and reduce the risk of
infections or attacks).

Revision 0.2 2009 © Panda Security 2009 Page 12 of 53
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Go to Create new profile. Write the name of the new security policy profile and make any modifications you

want.

First you must decide if the computers to which the new profile will apply will have the antivirus and/or firewall

protection.

Bear in mind that if you decide to disable installation of the firewall, the firewall policies that you may configure

later will not apply to these computers.

P
ManagedOfficeProtectior-
Status Computers Quarantine Reports

1 Exit

E,‘ Preferences

9 Help| =

> Installation and settings = Profile ral

Edit profile

Profile: New profile (2009-02-17 21:08:53)

b Installation

- Profi

Main l Scheduled scans I Warnings I Apply to... |

Antivirus

Firewall .
Profile name:l laptops I
» Groups

Protection installed:

ANTVIrUE

Firewall

Description:

Frofile description

Protection language:

Automatic update

Select if you want the selected protection to update automatically.

Enable automatic updates.

Advanced settings

Advanced update settings I

Revision 0.2 2009 © Panda Security 2009
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If you go to the Advanced update settings section, you can configure the update rules for the computers.
This section is useful, for example, when defining server profiles, as you can determine at any time when to
apply software updates by enabling or disabling them. This gives you complete control over when to apply
software changes on computers dedicated to providing a service.

English | - 1 Exit

Panda

ManagedOfficeProtection % tisers Dl

Status Computers ELBEIEWGLGEGGERWHGEN Quarantine  Reports 9 Help | ~

= |nstallstion and seftings = Profiles » Genersl > Advanced update settings

Edit profile - Advanced update settings

b Installation

- Profiles Profile: Igor
& General
Antivirus You can configure different update settings for the protection engine and the signature file.
Firewall

» Groups Protection engine update

[W] Enable automatic updates of the protection engine.

Frequency of checks for new updates every:

[ select a time period for the update:
From: l:l (HH:mm:ss)
To: |:|(HH:mm:s y

Allow automatic restart If necessary.

i

Signature file update
Enable automatic updates of the signature file.

Frequency of checks for new updates every:

| 0K | | Cancel

Services

Revision 0.2 2009 © Panda Security 2009 Page 14 of 53
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In the Scheduled scans section you can schedule The on-demand scans to be run on computers to which
the profile applies.

1 Exit

English | =

ManagedOfficeProtectio. % users DM preferences

Status Computers QEUEEIENGLGEGESGGGEE GQuarantine  Reports 0 Help | ~

ettings > Profiles > 5enera

Edit profile

> Installation and s

b Installation
Profile: laptops

¥ Profile
- P
S— Main lSChEdU|Ed SCaNs !I\ varnings | Apply to... |
fi=aall The jobs let vou run automatic scans periodically.
» Groups
Scheduled scans
Name Type Date I I
No items available. hiEEIIﬂ
| 0K || Cancel |
Services

1 Exit

Englizh | ~

F
Managed OfflC EPFOteCtIOf 2 Users E,‘ Preferences
Status Computers Quarantine Reports e Help |«

stallation and settings = Profiles ™ Solers he 5]

Edit profile - New scan job

Profile: laptops

=In

» Installation

~ Profiles

lnlwlrus
Firewall Scan job details
» Groups MName: |New zcheduled =can

Scan type:

Sean:

Start date: | |
Start time: l:”:l Loca

Repetition: | Daily

Advanced settings

I OK I | Cancel

Services

Revision 0.2 2009 © Panda Security 2009 Page 15 of 53
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The Warnings section lets you configure the following:

1. If you want the local protection to display a warning whenever a detection occurs or if you would

rather that the end-user is not notified.

2. If you want to be informed via email, which can be sent to one or more people, whenever there is a

detection in order to take corrective action.
This email can be sent through a SMTP server with authentication.

English | ~

p
ManagedOfficeProtectior..
Status Computers Quarantine Reports

= Installation and settings > Profiles > 18
Edit profile

Profile: laptops

» Installation

1 Exit

E,‘ Preferences

0 Help |~

A Users

ST Main I Scheduled scans I'\-'-.u'arnings I.-'-\pply to... |
Firewall .
Local warnings
D EritEs Specify if you want to display local warnings on those computers in which malware is detected.
Show local warning on detecting malicious software.
Email warnings
You can send a warning by email if malicious software is detected.
[ 5end warning wia email on detection of malicicus software.
SMTF zerver to =end the warning: | |
Addresz=ses to which to =end the warning (separated by ';'): | |
User:
Password:
| OK || Cancel |
Services

Revision 0.2 2009 © Panda Security 2009
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For each security profile, you can now configure functions related with the antivirus. Select Antivirus and
establish the protection levels for each malware entry point:

Files
Mail and instant messaging

Internet
You can also configure the proactive protection (Generic Heuristic Engine).

PR

English | - 1 Exit

Panda
ManagedOfficeProtectioi. S Users  TH preferences
Status Computers Quarantine Reports 9 Help | =

> Installaticn and settings > Pro ANTYITUS

5

Edit profile

Profile: laptops

b Installation

* Profiles

General

[ Files s5a0ing | Internet use I Heuristic |
Firewall ) ) ' )
Enable permanent file protection. Ldvanced settings
» Groups

[ scan compressed files.
[ scan network drives.

Malicious software to detect

Jirus [l 1okes
Spyware/adware [¥]Hacking tools and potentially unwanted programs
Dialers
Actions

Select the action to take if viruses or other malware are detected.

In the event of 3 virus, if the file cannot be disinfected it will be moved to guarantine.

| OK || Cancel |

Services

Revision 0.2 2009 © Panda Security 2009 Page 17 of 53
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English | v 1 Exit

Pan
ManagedOfficeProtecticr : BN preferences

E e TR e T el Installation and settings EETETELT TSN 1 la Ty £ a Help |«

= Installation and settings = Pro

—Edit profile

b Installation

Profile: laptops

~ Profiles
General
m Mail and messaging Heuristic |
Irewa The mail and messaging protection scans for threats in all mail and news, as well as instant messaging.
» Groups

Advanced settings
Enable permanent mail protection.

Enable permanent instant messaging protection.

Scan compressed files.

Malicious software to detect

Jirus [¥lickes
Spyware/adware Hacking tecls and potentially unwanted programs
[ Dialers
Actions

Select the action to take if viruses or other malware are detected.

In the svent of & virus, if the file cannot be disinfected it will be moved to quarantine.

I OK || Cancel |

English | = | Exit
ManagedOfficeProtectic. STTRRE . T T
Status Computers Quarantine Reports e Help | ~

= Installstion and settings > Pro ARTVITLS

Edit profile

» Installation
* Profiles Profile: laptops

General

Files | Mail and messagingl Internet use I Heu

Firewall

Enable permanent Internet protection.
» Groups

Scan compressed files.

Malicious software to detect

Jirus [l 1ckes
Spyware/adware Hacking tocls and potentially unwanted programs
Dialers
Actions

The malicicus software detected will be disinfected automatically. If it cannot be disinfected, it will be deleted.

I 0K || Cancel |

Services

Revision 0.2 2009 © Panda Security 2009 Page 18 of 53
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English | 1 Exit

ManagedOfficeProtectic: T o

Status Computers QBEIENGEGGELGLGGEN Quarantine  Reports 9 Help |~

= Installstion and settings = P

—Edit profile

» Installation
Profile: laptops

~ Profiles
General
m Files | Mail and messaging | Internet use lHeurisﬁc
AI=TE The genetic heuristic scan analyzes behavior of programs to detect possible malicious software.
» Groups

[JEnable genetic heuristic scan for files.
If malicious software is detected it will be sent to quarantine.

Enable genetic heuristic scan for mail and instant messaging.

Action to take on detecting malicicus software: | Move to quarantine V|

Enable genetic heuristic scan for Internet browsing.

Action to take on detecting malicicus software: | Move to quarantine V|

| 0K | | Cancel

Services

Revision 0.2 2009 © Panda Security 2009 Page 19 of 53
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For each security profile, you can now configure functions related with the firewall. Select Firewall in the

menu on the left.
Bear in mind that the firewall protection will only be installed if in the General settings section you have opted

to include this protection in the profile. If you have disabled it, this configuration will not apply.

In this section you must first establish whether firewall policies are managed centrally by the administrator or
locally by the user.

English | ~ 1 Exit

P2

M GQEdOffICEPFOtECtiO.’ ers E,‘ Preferences
Status Computers Quarantine  Reports e Help |+

> Installation and settings > Profiles =
Edit profile

Profile: laptops

¢ Installation

* Profiles
General - - - -
— O allow configuratien of the firewall by the client.
alis i (® Apply the following firewall settings.

® Firewall

roUp
General

Programs | Intrusions

IEnabIe firewall. I

The behavior of the firewall will depend on the type of network to which it is connected. The type of network is assigned
automatically depending on the location of the computer and this setting can be modified from here.

Select the type of network to which you are connected:

) Public network
Public locations, such a=s airports, cybercafés, universities, ete. Your computer will be vizible to other users of the network
and use of the network will be limited for some programs.

(® Trusted network
Home or office networks where you know and trust the other users and the devices on these networks. Your computer will
be visible to other network users and you can also see computers and devices on the network.

| OK | | Cancel |

You can also decide if the firewall protection will be installed on computers with this profile and disable the
firewall temporarily, using the Enable firewall checkbox (2).

Revision 0.2 2009 © Panda Security 2009 Page 20 of 53
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If the firewall is managed centrally by the administrator, you must determine whether the profile applies to
computers within the corporate network or outside of it. In the case of the latter, the firewall rules will be
stricter.

English | ~ 1 Exit

:
ManagedOfficeProtectic: % bsers M proferences

Status Computers QLEEIEWVGEGCESWLGEN CQuarantine Reports 9 Help |+

> Installaticn and settings > Profile

Edit profile

b Installation

» Profiles Profile: laptops
General ] . . .
O Allow configuration of the firewall by the client.
Antivirus

@ apply the following firewall settings.

® Firewall

General I Programs | Intrusions | System |

[¥] Enable firewall.

automatically depending on the location of the computer and this setting can be modified from here.

The behavior of the firewall will depend on the type of network to which it is connected. The type of network is assigned 0

Select the type of network to which you are connected:

O Public netwark
Public locations, such as airports, cybercafés, universities, etc. Your computer will be visible to other users of the network
and use of the network will be limited for some programs.

(& Trusted netwark
Home or office networks where you know and trust the other users and the devices on these networks. Your computer will
be vizible to other network users and vou can also see computers and devices on the network.

| 0K | | Cancel |

Services

Bear in mind that the firewall can automatically determine when it is in a public or private network and will
apply the corresponding firewall rules that you will configure in this section for the profile. This is useful
particularly for mobile computers, which continually switch from public to private networks and vice versa. In a
public network, the firewall rules are much stricter than on a private network.

You can then add firewall rules at the following levels:

1. Firewall rules at specific application level.
2. Firewall rules at generic (system) application level.

3. Panda also includes a network-level protection, which is fundamental for detecting intruders in
computers at this level, and for protecting against network viruses or worms.

Both at application and system levels, the administrator and the company's IT security manager, can add
specific rules for denying or allowing inbound/outbound traffic for a specific application or protocol.

The order in which rules defined by Panda or by the user are applied is as follows:

1. Usersd system rul es

2. Pandabts system rul es

3. Usersb6 application rules
4, Pandabés appdication rul
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At application level, you can see the rules that Panda Security applies and maintains through the automatic
updates.

English | - =

Pan(
Ma nagedOfﬁCEPrOtectiCn &% Users E,‘ Preferences

Status  Computers [EEIEIGGEGCEGNGEE Guarantine  Reports 0 Help | ~

> Installation and settings = Profile =
Edit profile

Profile: laptops

b Installation
* Profiles
General

O allow configuration of the firewall by the client.
Antivirus

s General | Programs | Intr ystem |

You can establish which programs can communicate using the network.

(@ apply the following firewall settings.

Enable Panda rules.

Show: | Panda rules b

Programs a Communication Add

$CommonProgramFiles'\SystemMapit... Allow inbound and outbound connec Settings
$CommonProgramFilesWoWe4\Systemb... Allow inb nd out nd connec

$ProgFilesDir\Internet Explorert... Allow inboun
$ProgFilesDir\Mozilla Firefox'fi... Allow inboun
$ProgFilesDir\Mozilla Firefox\up... Allow inb
$ProgFilesDiryMozilla Thunderbir... Allow inbo
$ProgFilesDir\Mozilla Thunderbir... Allow inbound and outbound connec

$ProgFilesDir\Windows Mail\WinMa... Custom

$ProgFilesDir\Windows Sidebar'si... Cu

$ProgFilesWowg4Dir\Internet Expl... Allow inbound and outbound connec
$ProgFilesWows4Dir\Mozilla Firef... Allow inb
£ProgFilesWow64Dir\Mozilla Firef... Sz HETITE 2R Th T sIhmes
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You can also add your own application rules by selecting User rules and defining them in the screen that
appears after clicking Add.

1 Exit

English | »

Panda
ManagedOfficeProtectic- 0 ecn TN proferences

Status Computers [OEEIEIEMENEESVTEEE Quarantine  Reports 9 Help |~

= Installation and settings = Profils! =
Edit profile

Profile: DEFAULT

b Installation
~ Profiles

General . . . .
O allow configuration of the firewall by the client.

Antivirus (® Apply the following firewall settings.
| | I | II General Intr! 1 ystem |

You can establish which programs can communicate using the network.

Enable Panda rules.

Show: | User rules hd

Programs Communication Add I
Mo items available. Settings

'K} ()

In cases where there is no rule defined, the following action will be applied:

Default action: | Allow access hd

0K || Cancel

Audits -

English | v 1 Exit

ManagedOfficeProtection % us BA prefarences
a Help |~

Status Computers QELEEIEOEGREWLIEN Quarantine  Reports

# Puofiles » Firewsall > Frogram rule

Edit profile - New program rule

= Instsllstion s

» Installation
Profile: DEFAULT

~ Profiles
General
Antivirus Enter the information about the program that you want to configure:
® Firewall
Program:
r G
(G || Browse...
—
Communication: | No connection 2

Allow inbound and cutbound connecticns

Allow outbound connections

Services
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You can see the system-level Panda rules in the System section.

English | 1 Exit

ManagedOfficeProtectic: % Users [ preferences

B 5 TG T - el Installation and settings 1 ine  Reports 0 Help |«
# Installstion snd settings = P
Edit profile

» Installation

- Profiles Profile: laptops

General ) . ) .
O allow configuration of the firewall by the client.

Antivirus

(® Apply the following firewall settings.

General | Programs | Intrusions ISystem |!

Add the connection rules you want. These rules are general and have priority over rules selected individually for each program.

Enable Panda rules.

show:

Rule name Action to take Protocol Direction
dns Allow communication TCP_UDP Inbound Down
Mozilla Firefox, Thunder... Allow communication TCP_UDP Inbound
Mozilla Firefox, Thunder... Allow communication TCP_UDP Outbound _
. Settings

HyperTerminal Allow communication TCP_UDP Inbound

ncom
Internet Explorer incomi... Allow communication TCP_UDP Inbound
Internet Explorer. Cutgo... Allow communication TCP_UDP Cutbound
Denegar NetBIOS (TCP) en... Deny communication TCP Inbound
Permitir Mensajes del Se... Allow communication uoe Inbound
Denegar Mensaje del Serv... Deny communication uoP Inbound
Allow Distributed Transa... Allow communication TCP Inbound
Block Distributed Transa... Deny communication TCP Inbound
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To configure a user rule, select User rule in the drop-down menu and click Add.

English | - 1 Exit

Pan
ManaQEdOfﬁCEProtectiCT I Users E,“ Preferences
Status Computers Quarantine Reports [7] Help |~

> Installation and settings > Profiled =

—Edit profile

b Installation

* profiles Profile: laptops
General ] . . .
(O allow configuration of the firewall by the client.
Antivirus

_ (@ apply the following firewall settings.

General | Programs | Intrusions lSystemI|

Add the connection rules you want. These rules are general and have priority over rules selected individually for each program.

Enable Panda rules.

Show: | User rules |

Rule name Action to take Protocol Direction

No items available. Down

i

LK L]

=]
=
o
o
]
[a]
E

Services

: English |~
Pand

ManagedOfficeProtection £ Users EN preferences

Statuz  Computers QEOHEIEGHEGGEGLGEN Quarantine  Reports 0 Help | ~

= Installaticn snd settings = Profiles = Firewsl| = System rule

Edit profile - New system rule

} Installation
Profile: DEFAULT

~ Profiles
General
Fa Rule name: N ‘
® Firewall Action: |Allow V| Protocol: |TCP "l
» Groups Direction: | gutbaund v Local ports: [0 ]
Zone: |AII Vl Custom: [ |
Remote ports: |A|I "l
Custom: | |

PC it applies to:

" l:l Example: 192.168.1.1-192.168.1.254,172.1.1.1

Write the addresses and ranges separated by commas,

mac:[ ]
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Finally, Panda Security also offers, maintains and updates intrusion detection rules, which are enabled by

default but can be disabled by the administrator. It is not advisable to disable them, especially the detection of
network worms.

English |+ 1 Exit

Pa
ManagedOfficeProtectic-

2L Users E,‘ Preferences

1T T Tl G Sl [nstallation and settings [EETETE T 2 TaTy £ 0 Help |~

> Installsticn and settings = Profilel

Edit profile
b Installation
» Profiles Profile: laptops
General ] . . .
O Allow configuration of the firewall by the client.
Antivirus

@ Apply the following firewall settings.

General | Programs |fIntrusions | System

Detection of IDS attacks.

Detects intrusion attempts on the computer which are aimed at obtaining information about the operating system, ports used,
IF addrezzesz, et

Internet worm detector.

Detects viruses designed to propagate and infect computers connected to the network.

| 0K | | Cancel

Services
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A Creating groups of computers and assigning security policies remotely

Once you have finished creating security policies, they have to be assigned to the computers which are
protected and managed. To do this, create groups of computers so that the various security policies can be
applied to different groups on the local network.

Select the Groups option from the menu on the left. Click Create new group.

English | ~ 1 Exit

d
naged Offl C EProtectiOn 2 Users E,‘ Preferences

Status  Computers [GEEIENWGEGVETGLGBEE Ouarantine  Reports 0 Help |«

> Installaticn and settings > Groups

Groups

b Installation
Groups let you specify a set of computers to which to apply certain security configurations.

)} Profiles
¢ Create new grou
[1 Name . Profile
O a= a.-
[0 Av+FW Personal Perfil: AV + FW perscnal
[ &v+Fw DEFAULT
CEFAULT DEFAULT

Services
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Once you are in the section for creating a new group, assign it a name and a security policy profile (you can
edit this profile from the shortcut to the right: Go to profile management) and select the group of computers
in which you have installed the protection and which will share the security policies in the profile associated to
the group you're now creating.

English | 1 Exit

p 1
ManagedOfficeProtectior 3 M preferences

Statuzs  Computers QLUEEIENGGEGGETWLGGEN Quarantine  Reports 0 Help | -

> Installsticn and se E = Edit

Edit group

» Installation

» Profiles
m Group name:llaptops_CentraI I

® Edit IProfiIe: |laptaps ~| I

Go to profile management.

m Available computers
Find computers ,—| ’—|

M4Fage Lof 1eM 1-8 of 8 items Items per page
Azsign selected computers to this group

[0 Hame/IP « Current group

Iw] BICD AV+HFW Personal

0 BIOI AV+FW Personal

T EBloM TULFW Perzonal

O eiom AV+FW Personal

[ BION AV+FW Personal

[ DPar AV+FW Personal

[0 TrREE AV+FW Personal

D WXP_ AN4FW Personal

0 Assign selected computers to this group | Assign

H 4 1 F H

Select Assign. The computers will be assigned to this group and will have the security policies defined for
this profile.
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A Local or remote installation of the protection with predefined security policies

If you want to install the protection on a new computer belonging to a newly created group and therefore
assign security policies that you have just created in the profile, go to the option Installation in the menu on
the left.
Then select the group you have created in the drop-down menu and distribute the installation packet with any
of the three methods described in previous sections:

1. Via an email with a link to the installation packet.

2. By downloading the installation packet and then deploying it with any network tools you have or

manually.
3. Using the remote distribution tool.

English | ~ 1 Exit

-
ManagedOfficeProtection S Users M preferences

Statuzs  Computers QLEEIENWGGERGESGLGGEE Quarantine  Reports 0 Help |~

> Installation and settings > Installation

Installing the protection

b Installation To install the protection modules on your computers, choose a group for the computers and the installation mode.
S—
» Groups Group

Select the group to add computers to when installing the protection.

Al laptops_Central I @ What is a group?

Language: English Profile: laptops

Installation mode
You can install the protection on computers using the distribution tool or through the installation program.
Installation program
Use the installation program to install the protection on network computers either manually or using your own tools.

W Use the installation program

Tool for distributing the installation program
You can use the distribution tool for centralized installation of the protection on computers connected to the network.

& Cownload distribution tocl

@ More infermation about the installation program.

Services
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2.2.Centralized security monitoring

A Consolidated network dashboard

Once you have accessed the Panda Managed Office Protection console, go to the Status section, where you
will see the malware detection history at-a-glance, broken down by type and by source over the
corresponding periods:

English | ~

"anda

nagedOfficeProtection £ Users  Blprs

m Computers Installation and settinge  Quarantine Reporis a Help |~

= Status
Status

Licenses

¥alid until: 10/18/2011 - Contracted: 26 (Free: 15 | Used:

Antivirus protection

Period |Last 24h v || Apply |

Detections by type Detections by s
o \Virus &030 M File systems &030
B Spyware [ 4574 | il 4574

2;::';'::: 261% W Internet use 2618

Instant

W Jokes 241z messaging ad1z
B Hacking tools 1208 M Firewall 1208

and PUPs i} i}
B Other ,Ln.ll:f.'l mzf'go P%\‘gﬁ %Qﬂﬁ&gnw .me?%f'gn Ptg','gl:l Pﬂgﬁﬁé\gnw

View list of detections
A Centralized monitoring of licenses: contracted, used and free

You can also check the status of your licenses; the type of licenses and the number of licenses for
workstations and servers that you have used and how many you still have, as well as the date on which they
have to be renewed to maintain your protection.

Details of all maintenance contracts with active licenses are displayed in the console, as well as all licenses
available and used at any time.

When there are 30 days remaining before expiry of any of the maintenance contracts, a section will appear
where clients can select computers that will be affected by license expiry. An initial list appears which can
then be edited using lists of the last or first computers protected by PMOP. This preliminary list can then be
modified including or excluding computers manually, with filters by installation date, group, name or IP
address.
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- English | =
Pa

ManagedOfficeProtection

Computers  Installation and =ettings  Quarantine Reporis

Status

Notifications
® (1)_Notificacién de prueba_1
® (1) Motificacién de prusba S5
I ® The license period expired 20 days ago. In 20 day(s) vour [.]Select licenses to release... I

I Exit

Aw Users [8 preferences

0 Help |~

» Show all

Licenses

Contracted: 228 (Free: 2 | Ussd: 226)
76 Expiry date:12/31/2008 & Days until expiry date:-20
76 Expiry date:1/30/2009 & Days until expiry date:10
View more...

Antivirus protection

B Virus ion B Filz systems
B Spyware/ Adware a0 m Mail
Dialers &0 B Internst use
o Jokes 40 Instant messaging
B Hacking tools and PUPs . B Firewall
W Other

10000 P20 A a8 o R o BY

To see details of licenses, select View more.

. English |«
Pa

\Y

Computers Installation and settings Quarantine Reporis

= Status = Licsnse list
License list

Number of contracted licenses: 228 (Free: 2 | Us=d: 226)

Period [Last 24h %[ Apply |

2000 L0 P o R o RS g Y

Wiew list of detections

Exit

*w Users X preferences

0 Help |~

<= Back

W4Page 1of LM 1-3 of 3 items Items per Dage
Expiry date o Contracted Tvpe Units
12/31/2008 76 Release Antivirus + Firewall
1/30/2009 76 Release Antivirus + Firewall
H 4 Bac cxiw LaziM
<< Back

Here you can see the computers affected by maintenance contract expiry. There is a preliminary list of
computers that will cease to have licenses. The list comprises the first and last computers to be protected. It

can be edited manually in the Managed computers section.
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Salir

Pandaz
ManagG.'dOffICEPrOTECtIOH “w Usuarios E,‘ Preferencias

Equipos Instalacion y configuracion rentena Informes 0 Ayuda | ~

> Estade > Licencias a liberar

Anulaciéon de Licencias <= Volver

Puede especificar los equipos a lo que liberar las licencias. Transcurrida la fecha de caducidad los equipos afectados se enviaran autematicamente a la lista
negra.

Fecha de caducidad: 31/12/2008
Anulacidn de Licencias: 63

Anular licenciaz de: | Primeros eguipos a los que =e les instald la proteccién V“ Aplicar |

| Equipos afectados l Equipos administrados I

|
Biisqueda | | | Buscar || Mostrar todos Frerreo
W4 Pdgina 1 de Spm 1-20 de 163 elementos Elementos por pagina
| ~grega equipos seleccionados a Equipos sfectados | Afladis |
O Equipo Grupo Fecha de instalacion a Excluido
HostNamel CONTO 30/12/2008 13:36:29 Mo
HostNamel CONTO 30/12/2008 13:36:30 Mo
O HostNamez CONTO 30/12/2008 13:36:30 Mo
O HostName3 CONTO 30/12/2008 13:36:31 Mo
O HostNamed CONTO 30/12/2008 13:36:31 Mo
F HostNames CONTO 30/12/2008 13:36:31 Mo
O HostNameg CONTO 30/12/2008 13:36:31 Mo
O HostName? CONTO 30/12/2008 13:36:32 Mo
O HostNames CONTO 30/12/2008 13:36:32 Mo
F HostNamed CONTO 30/12/2008 13:36:32 Mo
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A Monitoring the security status of the network

In the Protection section you can check the status of the protection, with a straightforward view of all the
computers on your network with the protection installed.

For each computer or server there is a graphic view of the update status of the signature file and of the

protection itself.
Panc

ManagedOfficeProtection
Status Installation and setti

= Computers

Computers

My organization

B av+rw Per...

----- B av+Fw+ana...

Find computer:

M4 Fage Lof 1eM

Quarantine

Reports

English | v 1 Exit

E,‘ Preferences

9 Help |«

A Users

|| Find || Show.all Optionz »

Export to: @ 'iﬁ
Items per page

1-8 of 8 items

Computer o Protection update Signature update Protection Last connection
EIOD i1 (] [ /11/2009 7:07:41 AM
EION (] (/] (-] 2/17/2009 8:46:28 PM
EICM @ (] (] 2/17/2009 5:40:14 PM
EIOM 1] (] 1] 2/17/2009 7:07:37 PM
|zion @ [] [7] 2/17/2009 7:13:48 PM |
DEAR 7] 2/11/2009 6:38:43 AM
TREE Version: (V] 2/13/2009 9:20:45 PM
WXP ERIEHETIIELE (V] 1/29/2009 5:46:22 PM
H B 1 lextp Lastm
@ Key
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By selecting one of the protected computers, you will be able to access detailed information about the
protection, with information regarding:

Name and IP of the computer.

Group to which it belongs and associated security policies.
Protection version.

Signature file date.

Date of last connection.

Information on the operating system installed on the computer.
Details of the different protections included in the product:

A File protection.

Mail protection.

Internet protection.

Instant messaging protection.

Firewall protection.

<LK <K<K

A
A
A
A
A

Panda

ManagedOfficeProtections

English | =

2 Users

Status  Monitoring Settings larantine

= Protection * Details

Computer details

Name: PORTATIL

IP:

Group: GOA_Regsenral

Protection version: 5.00.71.0000

Signature file: 4/19/2008 12:50:15 PM

Last connection: 4720/2008 11:34:29 AM

Operating system: Windows %P Home Service Pack 2
Protection
Status:
File protection ® Enabled
Mail protection ® Enabled
Instant messaging protection ® Enabled
Internet browsing protection ® Enabled
Firewall protection @ Enabled

A Filtering of computers and analysis of the security status

When an administrator manages numerous computers, it could become more difficult to locate a specific
computer. Thatés why there are filters for:

1. The computer status

2. Computer name

3. IP address

From the Find computer field you can search for the Name or IP address, or use the Options field to search
for computers by Status.
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English | Exit

dNaa
Managed OffICEPFOU i0n I Users E,‘ Preferences

Status Installati d settings Quarantine Reports 9 Help | =

= Computers

Computers
My organization Find computer: l:l Options =
B All T -
; A vl Find
BDEFAULT Computer status LV
B conto Computers with protection enabled Export to: @ 'E'E

Computers with protection disabled
Computers with protection up-to-date
4Page 1 of 6 W |S@Mputers with protection outdated Iterns per page -20 v
g Computers with protection partially enabled Rperpag -
Computers with protection errors

Computer e o et Protection Last connection
todtamelis (Comeespendea L @ v
HostMamells Computers with cutdated signature file @ 12/30/2008 2:36:44 PM
Hosthamel17 Computers witho%connection in the Iasﬁ_ﬁgﬁours @ 12/30/2008 2:36:44 FM
Hosthamel1g V] (] (] 12/30/2008 2:36:44 PM
HostMamel1g ] ] (2] 12/30/2008 2:36:44 PM
Hosthame120 @ (] W 12/30/2008 2:36:44 PM
Hosthame121 V] g @ 12/30/2008 2:36:45 PM
HostName122 /] (<] (/] 12/30/2008 2:36:45 PM
HostMamei23 @ @ w 12/30/2008 2:36:45 PM
HostNamei24 /] (] (] 12/30/2008 2:36:45 PM
HostMame123 ] @ 9 12/30/2008 2:36:45 PM
HostNamei2s B 1] B 12/30/2008 2:36:45 PM
HostNams127 ] @ (V] 12/30/2008 2:36:45 PM
HostName12s ] [<] (] 12/30/2008 2:36:45 PM
HostMams12s @ (] w 12/30/2008 2:36:45 PM
HostNams130 ] (<] (] 12/30/2008 2:36:45 PM
HostName131 ] @ (V] 12/30/2008 2:36:45 PM
HostMame132 @ [ <] W 12/30/2008 2:36:45 PM
HostMame133 ] ] (2] 12/30/2008 2:36:45 PM
Hosthamel34 (/] ] (] 12/30/2008 2:36:46 FM
H First 4 Bac 123456 MNextr Lasztw

There is a filter that allows you to quickly search for computers with the protection disabled, outdated, pending

restart, etc.
Search | All | Find

Computers with protection enabled
W4 Page 1 offComputers with protection disabled
Computers with protection up-to-date
Computed Computers with protection outdated e
=omouter Computers with protection partially enabled B
®PALEMAMNIComputers with protection errars
A Computers without protection
MLCIPEREAComputers pending restart

JComputers with up-to-date signature file
VISTAsPL- Computers with outdated signature file
VIsTazzallComputers without connection in the last 48 hours
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A Exporting

= Computers

Computers

My organization

t he

Find computer:

W4 FPage Lof 6 e M

computersé

Quarantine Reports

It is possible to export the list of computers to Excel or CVS.

1-20 of 111 items

status

English | =

t o

“w Users

Items per page

E,‘ Prefe
0 Help

Options -

Computer o Protection update Signature update Protection Last connection
Hostame11s g 1] g 12/30/2008 2:36:44 PM
i
HostMame116 (V] ] (V] 12/30/2008 2:36:44 PM
Hostame117 @ 1] "] 12/30/2008 2:36:44 PM
i
HostMame118 (V] ] (V] 12/30/2008 2:36:44 PM
HostName113 (2] (2] 2] 12/30/2008 2:36:44 PM
— i
HostMame120 @ ] "] 12/30/2008 2:36:44 PM
Hostame121 g 1] 1] 12/30/2008 2:36:45 PM
i
HostMame122 (V] ] (V] 12/30/2008 2:36:45 PM
Hostame123 @ 1] "] 12/30/2008 2:36:45 PM
i
HostMame124 (V] ] (V] 12/30/2008 2:36:45 PM
Hostame123 g 1] 1] 12/30/2008 2:36:45 PM
Hostame126 ] ] ] 12/30/2008 2:36:45 PM
Hostame127 g 1] 1] 12/30/2008 2:36:45 PM
i
HostMame128 (V] ] (V] 12/30/2008 2:36:45 PM
Hostlame123 @ 1] "] 12/30/2008 2:36:45 PM
i
HostMame130 (V] ] (V] 12/30/2008 2:36:45 PM
Hostame131 g 1] 1] 12/30/2008 2:36:45 PM
— i
HostMame132 @ [ @ 12/30/2008 2:36:45 PM
Hostlame133 ] ] ] 12/30/2008 2:36:45 PM
i
HostMame134 (V] [ (V] 12/30/2008 2:36:46 PM
W 4 123456 Mext» Last
@ Key
E F G I J K
1
2
3
4
5
6
7 |Group CONT1
8
9
10 Update Protection
11__Computer P re Operating system | Gr ion ignatures L Files Email i
12 HostMame115 \Windows XP Starter |CO Updated Updated 130/ PM |Enabled Enabled Enabled
13 HostName116 \Windows NT Server |COI Updated Outdated /301, PM [Enabled Cannaot be installed |Cannot be installed
14 HostName117 \Windows XP Starter |COI Pending restart Updated /301 PM [Not installed |Not installed Enabled
15 |HostMame: \Windows NT Server |COI Updated Outdated /301, P |Enabled Cannot be installed [Cannot be installed
16 HostHame Windaws XP Starter [CONT1 [Installing protection Installing protection [12/30/ FM |- - -
17 HostMName: \Windows NT Server |COI Pending restart Outdated /301, PM [Not installed | Cannot be installed [Cannot be installed
18 HostMame: \Windows XP Starter |COI Updated Updated /301 PM [Enabled Enabled Enabled
19 |HostMame: \Windows NT Server |COI Updated Outdated /301, P |Enabled Cannot be installed [Cannot be installed
20 HostName \Windows XP Starter |CO Pending restart Updated 130/ PM |Not installed |Not installed Enabled
21 HostName \Windows NT Server |COI Updated Outdated /301, PM [Enabled Cannaot be installed |Cannot be installed
22 HostName \Windows XP Starter |COI Updated Updated /301 PM [Enabled Enabled Enabled
23 Hostlame; Windows NT Server |CONT1 |Installing protection Installing protection |12/30/ PV |- , ,
24 HostName \Windows XP Starter |CO Updated Updated 130/ PM |Enabled Enabled Enabled
25 HostName \Windows NT Server |COI Updated Outdated /301, PM [Enabled Cannaot be installed |Cannot be installed
26 HostName \Windows XP Starter |COI Pending restart Updated /301 PM [Not installed |Not installed Enabled
27 HostName \Windows NT Server |COI Updated Outdated /301, P |Enabled Cannot be installed [Cannot be installed
28 HostName \Windows XP Starter |CO Updated Updated 130/ PM |Enabled Enabled Enabled
29 HostName \Windows NT Server |COI Pending restart Outdated /301, PM [Not installed | Cannot be installed [Cannot be installed
30 HostName: Windows XP Starter [CONTA [Installing protection Installing protection [12/30/ P - - -
31 HostMame \Windows NT Server |COI Updated Outdated /301, P |Enabled Cannot be installed [Cannot be installed
32 HostMame \Windows XP Starter |CO Pending restart Updated 130/ PM |Not installed |Not installed Enabled
33 HostMName: \Windows NT Server |COI Updated Outdated /301, PM [Enabled Cannaot be installed |Cannot be installed
34 HostMName: \Windows XP Starter |COI Updated Updated /301 PM [Enabled Enabled Enabled
35 HostMame \Windows NT Server |COI Pending restart Outdated /301, PM |MNot installed | Cannet be installed |Cannot be installed
36 HostMame \Windows XP Starter |CO Updated Updated 130/ PM |Enabled Enabled Enable
37 Hosthame Windows NT Server [CONTI [Installing protection installing protection [12/30/ P |- - -
38 HostMame: \Windows XP Starter |COI Pending restart Updated /301 PM [Not installed |Not installed Enabled
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A Centralized monitoring of detections

In the Status section, click View list of detections to go to the section for monitoring detections. In this
section you can analyze in detail any detections on the network in which the protection is installed.

- English | =
Panda
ManagedOfficeProtection £ Users IR profer
Computers Installation and settings Quarantine Reports e Help | ~
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Computer Container Name Type Instances Action Date

[+] BIOC AV+FW Personal Invalid packet header Intrusion attem... i Blocked 2/10/2009 3:37:30 FM
[+]1 BIOM AV+FW Perzonal Univ irus 1 In guarantine 1/30/2009 10:59:11 AM
[+] BIOM AV+FW Personal Constructor/AntiWeb. A Security risk 1 Deleted /30/2009 10:59:11 AM
I'i] BIOM AV+FW Personal Nuker/\Voob.A Hacking tool i Deleted 1/30/2009 10:59:11 AM I
[+]1 BIOM AV+FW Personal HLLO.Gen \irus 1 Deleted 1/30/2009 10:59:01 AM
[+] BIOM AV+FW Personal Mmand.2048 Wirus 1 Disinfected 1/30/2009 10:59:01 AM
[+] BIOM AV4FW Personal  Anxiety Virus i Disinfected 1/30/2009 10:59:01 AM
[+] BIOM BV+FW Perzonal Adware/Dyfuca Adware 1 Deleted 1/30/2009 10:59:01 AM
[+] BIOM AV+FW Personal Adware/nCase Adware 1 Deleted 1/30/2009 10:59:01 AM
[+] BIOM AV+FW Personal Tri/Berserker.3337 \irus 1 Deleted 1/30/2009 10:59:01 AM
[+] BIOM AV+FW Personal Exploit/MS08-067 Metwork virus i Blocked 1/30/2009 10:28:02 AM
[+] BIOM AV+FW Personal HLLO.Gen Wirus 1 Deleted /30/2009 8:58:05 AM
[+]1 BIOM AV+FW Perzonal Univ irus 1 In guarantine 1/30/2009 8:58:05 AM
[+] BIOM AVHFW Personal Anxiety irus 1 Disinfected 1/30/2009 8:58:05 AM
[+] BIOM AV+FW Personal  Adware/Dyfuca Adware i Deleted 1/30/2009 8:58:05 AM
[+] BIOM AV+FW Personal Constructor/Antiweb. A Security risk 1 Deleted 1/30/2009 8:58:05 AM
[+] BIOM AV+FW Personal  Joke/Bean Joke i Deleted 1/30/2009 8:58:05 AM
[+] BIOM AV+FW Personal MNuker/Voob.A Hacking tool 1 Deleted /30/2009 8:58:05 AM
[+] BIOM AV4FW Personal  Adware/nCase Adware i Deleted 1/30/2009 8:58:05 AM
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If you click one of the detections, you will see it even more details: where it was located, which protection
module detected the attack or malware, etc.
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Computer: LEN
IP:
Group: DEF&ULT
Detection
Mame: W3z lineage KHNY worm
Type: Wirus
Mo. detections: &0
Description: Wiew description
Path: ciymindowshsystern32\nmdfgdso.dll
Action: Disinfected
MNotified by: File protection
Date: 2/26/2009 5:258:06 PM
Connected user: Manufacturas Teleno
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A Quick search for detections and firewall events

When you have to administer numerous computers, it may be complicated to find detections that affect a
certain computer or group of computers. You can therefore search for detections according to:

1. The type of malware or firewall detection
2. Computer name
3. Group
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Computer Container Name Tvpe Instances Action Date -
[+] HostName223 CONTL SuperVirusi3 Fotentially unw... i In quarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 SuperVirusld Security risk 1 In guarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONTL SuperVirusls Hoax 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 love.vbs Item filtered b... 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONTL love.vbs Suspicious 1 Blocked 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVirus Virus 1 Deleted 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Supervirus2 Spyware 1 Disinfected 12/30/2008 3:36:53 PM
[+] HostMamezZz3 CONT1 Super\firus3 Joke i Process termi... 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Superyirusd Dialer 1 In guarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 SuperViruss Hacking tool 1 Reported 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirusé Adware 1 Deleted 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 Super?virus Worm 1 Disinfected 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirusg Trojan 1 Deleted 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 Superyirusg Key Logger 1 Blocked 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirus10 Snap Shotter 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVfirusil FPaszsword Stealer 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirus1i2 Tracking Cookie 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirusis Fotentially unw... i In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Superiirusild Security risk 1 In quarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONTL SuperVirusls Hoax 1 Elocked 12/30/2008 3:36:53 PM
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W4 Page 4 of 1085 » M 61-80 of 21696 items Items per page
Computer Container Name Tvpe Instances Action Date «
[+] HostName223 CONTL SuperVirusi3 Potentially unw... 1 In quarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 Super\irusld Security risk 1 In guarantine 12/30/2008 3:36:53 FM
[+] HostName223 COMTL SuperVirusls Hoax 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 love.vbs Item filtered b... 1 In guarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 love.vbs Suspicious 1 Blocked 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVirus Virus i Deleted 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Super\irus2 Spyware 1 Disinfected 12/30/2008 3:36:53 FM
[+] HostName223 CONTL SuperVirus3 Joke 1 Process termi... 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Super\irusd Dialer 1 In quarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 SuperViruss Hacking tool 1 Reported 12/30/2008 3:36:53 PM
[+] HostName223 CONTL Super\iruss Adware i Deleted 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 SuperiVirus Worm 1 Dizinfected 12/30/2008 3:36:53 FM
[+] HostName223 CONTL SuperVirusg Trojan 1 Deleted 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 Super\irusg Key Logger 1 Blocked 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirusl0 Snap Shotter 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVirusii Password Stealer i In guarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVirusl2 Tracking Cookie 1 In quarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONT1 SuperVirusl3 Potentially unw... 1 In guarantine 12/30/2008 3:36:53 PM
[+] HostName223 CONTL SuperVirusld Security risk 1 In quarantine 12/30/2008 3:36:53 FM
[+] HostName223 CONT1 SuperVirusls Hoax 1 Elocked 12/30/2008 3:36:53 PM
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A Exporting information on detections and firewall events to file

This option lets you save information, in Excel or plain text about detections occurred. You can save all of
them or filter the information.
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W4 Paging < de 1085 b W 61-80 de 21696 elementos Elementos por pagina
Permisos Grupo Nombre Estado Ocurrencias Accion Fecha -
[+] HostName223 CONTL SuperVirusl3 Frograma potenc... 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirusid Riesgo de segur... 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL Super\firusls Hoax 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL love.vbs Elemento filtra... 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL love.vbs Sospechoso i Elogueado 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirus Virus 1 Borrado 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirus2 Spyware 1 Desinfectado 30/12/2008 15:36:53
[+] HostName223 CONTL Supervirus3 Joke 1 Proceso termi... 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirus4 Dialer 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperViruss Herramienta de ... 1 Informado 30/12/2008 15:36:53
[+] HostName223 CONTL Superviruse Adware 1 Borrado 30/12/2008 15:36:53
[+] HostName223 CONTL SuperiVirus Gusano 1 Desinfectado 30/12/2008 15:36:53
[+] HostName223 CONTL Supervirusg Troyano 1 Borrado 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirus9 Key Logger 1 Blogueado 30/12/2008 15:36:53
[+] HostName223 CONTL Superifirus10 Snap Shotter 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirusil Password Stealer 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVfirusiZ2 Cockie maliciosa i En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirusl3 Programa potenc... 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL SuperVirusl4 Riesgo de segur... 1 En Cuarentena 30/12/2008 15:36:53
[+] HostName223 CONTL Super\firusls Hoax 1 Blogqueado 30/12/2008 15:36:53
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2.3.Consolidated reports
The reports offer rapid and straightforward information about the most important aspects of the protection.

These reports can be exported into different formats, such as CVS, XML, plain text, PDF, HTML and Excel,
allowing this data to be used in other business processes and printed out from the console.

]

There are three types of reports:

A Consolidated executive report about network detection activities and license status

This report contains:
1. Information about the licenses
2. Information about the status of the computers protected
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